HKU CSIS Tech Report TR-2000-04

The Differential Cryptanalysis of an AES
Finalist-Serpent

X.Y.Wang*t L.C.K.Hui* K.P.Chow* C.F.Chong* W.W.Tsang*
H.W.Chan*

Technical Report TR-2000-04
April 2000
*Department of Computer Science & Information Systems
The University of Hong Kong
Pokfulam, Hong Kong

tDepartment of Mathematics
Shandong University
Jinan 250100 PRC

hui@csis.hku.hk

Abstract

Serpent is one of the five AES finalists. In our paper, we give
some differentials about Serpent, two of the differentials are a 5-round
differential with the probability of 2% and a 6-round differential with
the probability of 2% The best known differential before our paper is
a 5-round differential with the probability of 5 given in [9].

Additionally, we provide all the possible best differentials for some
cases about Serpent. From these best differentials, we conclude that
the 16-round best differential is not higher than 2%8, and that the
17-round differential is less than 21%

1 Introduction

The US National Institute of Standards and Technology has been working
with industry and cryptographic community to develop an Advanced En-
cryption Standard(AES). So far, three AES Candidate Conference had been
held.

In the first AES Candidate Conference (AES1), fifteen algorithm had
been submitted.
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In the second AES Candidate Conference (AES2), there are five al-
gorithms selected as finalists. The AES finalist candidate algorithms are
MARS, RC6, Rijndael, Serpent [1, 2], and Twofish.

And the third AES Candidate Conference (AES3) had just been closed
on April 14, 2000 in New York, NY, USA. Submitters of the AES finalists
had been invited to attend and gave statements on their algorithms. All five
AES finalists seem secure, and no known valid attacks are presented.

In our paper, we are interested in analyzing the security of Serpent
against differential attack. Our main aim is to describe the bound about
the best differentials of Serpent, without concerning the attacks of these
differential on Serpent.

Two groups have made some security analysis of Serpent. One group is
the designers of Serpent. In their design, they gave a bound table about
differential estimation within 7 rounds, and guessed that the 28-round best
differential is not higher than 272°. They only gave this as a conjecture
and did not provide any concrete differential examples.

The other group is T. Kohno etal. [9]. In their paper, they gave a 5-
round differential with a probability of 2% Using this differential, they gave
some attack results about reduced Serpent variants.

In our paper, we first give some differentials about Serpent. Among
these differentials, a 5-round differential occurs with the probability of 2%,
a 6-round differential occurs with the probability of 2—57 The best known

differential before our paper is a 5-round differential with the probability of
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Second, we analyze the possible best differentials for some cases about
Serpent. From these analysis results, we conclude that the 16-round best

differential is less than 21%, and the 17-round best differential is less than

1
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2 The Description of Serpent

Serpent is a 32-round SP-network operating on four 32-bit words, thus giv-
ing a block size of 128 bits. Serpent involves 8 different S-boxes (S;, i =
0,1,...7). The indices of the bits are counted from 0 to bit 31 one 32-bit
word. 0 to bit 127 in 128-bit blocks, 0 to bit 255 in 256-bit keys. The first
word (word 0) is the least significant word, and the last word is the most
significant, where bit 0 is the least significant bit of word 0.

Serpent encrypts a 128-bit plaintext P to a 128-bit ciphertext C in 32
rounds under the control of 33 128-bit subkeys Ky, ...k32. These subkeys are



deduced from a 256-bit key. Because the generation of these subkeys have
no relation with our analysis, we don’t give it’s details here.
The encryption algorithm is described as follows:

By := IP(P)
Biy1 1= Ri(B;)
C = FP(ng)

where
Ri(Bi) i= IP(L(FP(S(Bi ® K)))),i = 0,1,2, ...30
R;i(B;) := Si(B; ® K;) ® K3,i = 31

IP and FP are two inverse permutations such that:

IP:

b, — bag
br+32 — bak+1
bi+64 — bag+2
br+96 — bak+3

FP:

b4k — bk
bag+1 — bry32
bakt2 — brt64

bag+3 — brio6
where £ =0,1,2,...31
X = (X(), Xl, XQ, Xg), X() = (bg, bl, bg, ..b31) is the first (least signiﬁcant)
of X. X3 = (byg, b7, ...b127) is the fourth word (most significant) of X

L is the following linear transformation:

Xp:= Xy <<< 13

Xy = Xo <<« 3

X1 =X10 X090 X»
X3 =X3P Xob Xy << 3
X=X <k«



X3 1= X3 <<< 7
X=X X1 0 X3
Xo:=X00 X3 (X1 << 7)
Xp =129 << b
Xo = Xo <<< 22

Output
L(X) = X07X17X27X3

Each round of Serpent can be simplified as two steps: one in the S-boxes,
and the other is a linear transformation table: LT (X) = IP(L(FP(X)))).
LT is given in the appendix of [1].

3 Some Notations and Conclusions about Serpent

Notations: In the remainer of the paper, we use X = (zg,z1,...231) to
denote an intermediate difference in each step. zg,z1,....,3; are 32 nibble
differences. xg is the least significant nibble difference, z; is the second
nibble difference, and x3; is the most significant nibble difference.

(bo, b1, ...b127) denotes 128-bits of X. by, by, ba, b is the left four bits, also
is the four bits of . b124,b125, b126, b127 is the most four bits (four bots of
3331).

(X0, X1, X5, X3) is four words in the linear transformation. It
is known that: (bg,bl,...b127) ﬂ (XU,Xl,XQ,Xg), where XU =
(bg,b4,...b4i, ..... b124)), ..... X3 = (b3,b7,...b4i+3,...b127)).

For some difference X = (¢, z1,...x31), there are ¢ active S-boxes implies
that, there are only ¢ non-zero nibble difference, all other nibble differences
are zero [3, 7].

The following give some kinds of one-round characteristics. Some cases
cause the active S-boxes expansion in the next round, and some cause the
active S-boxes reduction.

Property 1: If input difference of round k only has one active S-box,
then the output difference in round & at least has two nonzero nibble differ-
ences.

Proof: This can be easily proved by looking for the linear transformation
table in [1].

Table 1-table 3 give three examples for this kind of characteristic. Table
1 and table 3 are two examples that an active S-box in i-th round causes
two active S-boxes in the next round.



Input xi=T7 Pr
So r; = 2 L
LT | wiye=1wi11 =2, 330 =4 | 1

Table 1: One-round Characteristic (0 < i < 25) with Sy Boxes

Table 1 show that, if the input difference only has the nonzero difference
nibble z; = 7, then after applying S-box Sy, ; = 2 holds with the probability
2%. The output difference has three nonzero nibbles: x;16 = 12,41 = 2,
Ti—o — 4.

Proof of Table 1: We can easily prove the table 1 in the following.
From the differential distribution of Sy, we know =; = 7 A z; = 2 holds
with the probability of 2%, It is:

|~

. . SO, . .
(bai = 1,bain1 = L,baigo = 1,0, = 0,5 #1) —> (baig1 =1,b; = 0,5 # 1)

So,

ol

(bait1 = 1,b; = 0, # i) 25 (X0, X1, X2, X3)

Where X; only has one nonzero bit b; = 1, all other bits and all the bits
of other X}, are zero.
After the linear transformation (table 2), we know:

(Xo, X1, X, X3) - (X5, X}, X5, X})

Where only the b1 =1 in X{, bjy1 =1 in X], bi130 = 1 in X}, and all
other bits are zero.
Finally

(X5, X1, X5, X8) 255 (w01 = 2,256 = 1,480 = 4, = 0,5 # i+ 1,0 + 6,4 + 30)

This completes the proof.

This technique of proof can be used to deduce all other differentials in
this paper.

Property 2: If input difference of round k only has two active S-boxs:
(i +10) and (7 + 7) S-boxes, the output difference in round k£ may have one
nonzero nibble difference.

The following are some examples (table 4 to table 5) for this kind of
characteristic.



Input ;=" Pr
So T, =2 £
LT | zipe=1lmwip1=2| 1

Table 2: One-round Characteristic (31 >4 > 25) with Sy Boxes

Input x; =13 Pr
So r; = 8 2%
LT |ziy7=8 miy1o=1,7429=4| 1

Table 3: One-round Characteristic with Sy Boxes

Input | ;410 = 10,z;47 =12 | Pr
So Tiv10 = 10,mip7 =4 | 5
LT r;, =4 1

Table 4: One-round Characteristic with Sy Boxes

Input Ti+10 = 9,.%‘,'4.7 =14 | Pr

So | Tip10=10z547 =4 | 55

Table 5: One-round Characteristic with S; Boxes



Lemma 3 All the S-boxes satisfy the following property: for any two
nibbles x and y, if the input difference of one S-box is x, the output difference

of the S-box equal to y with nonzero probability , the probability is 2% or
1
2_3.

Proof: See the generation of S-boxes [1] or see the S-boxes differential

distributions in table 29-table 36 in the appendix.

4 Some Truncated Differentials about Serpent

[9] gave a 5-round differential with the probability of 2% (see table 6). The
differential is from round 2 to round 6 in the original serpent. This differen-
tial can be used to attack 6-round serpent variants with about 2°° serpent
six-round encryptions.

z11 = 12,213 = L,z14 = 12,216 = 6,217 = 12,119 = 5,90 = 9,790 = 14
x93 = 6,794 = 6,297 = 8,798 = 14,729 = 9,730 = 9,731 =6

R Differences Pr
I oy = 14,.’1:4 = 10,.’1:6 = 13,%7 = 2,%18 = 12,.’1:31 =13
R1 Sl oy = 8,(1:4 = 4,.’1:6 = 2,%7 = 1035518 = 1, 31 = 2 2%
LT T4 = b,x7 = 10 1
Ry | Sy x4 = 4x7 =10 5
LT o9 = 4 1
R3 53 o9 = 10 2%
LT I3 — ]_,334 == 8,:179 == ]-73326 == 4:,(173[) =2 1
Ry | S4 x3 = 14,24 = 12,29 = 7,206 = 3,230 = 6 5
LT oy = 13,.’1:2 = 6,(1:3 = 4,£E4 = 3,£E5 = 1,(1:7 = 3,%8 = 8,£E9 = 5,(1:10 =14 1
z11 = 8,713 = 11,114 = 8,716 = 1,717 = 8,119 = 9,720 = 4,722 = 5
23 — 6,(1:24 = 1,(1:27 = 335528 = 5,%29 = 4,(1:30 = 4,%31 =6
R5 S5 rog — 2,%2 = 6,(1:3 = 5,%4 = 8,%5 = 6,(1:7 = 8,%8 = 12,.’1:9 = 14,.’1:10 =15 2%

Table 6: The 5-round Differential of Serpent in [7]

We can easily get the following differential whose fourth-round probabil-
ity is 2% and the fifth-round probability is 2% (table 7). So, we can improve
the 5-round differential probability from 2% to 2%7

In addition, we give some other differentials in the following:

(1) The 6-round (rounds 5-10) differential with the probability 5= (See

table 8).




R Differences Pr
1 oy = 14,.’1:4 = IO,LEG = 13,.’1:7 = 2,:518 = 12,%31 =13
R | S zo = 8,04 = 4,26 = 2,27 = 10,218 = 1, x3; = 2 313
LT T4 = 5,27 = 10 1
RQ SQ Ty = 4,(1:7 =10 2%
LT Trog — 4 1
R3 Sg o9 — 10 2%
LT xr3 = 1,,’1}4 = 8,,’1,‘9 = 1,:526 = 4,,’1,‘30 =2 1
R4 S4 r3 = 11,%4 = 12,.’1:9 = 10,%26 = 3,(1:30 =3 2%
LT o — 5,334 == 7,:176 == 4:,:179 == 5,3310 == ].0,:1711 == ].2,:1713 == 3,(1714 =12
16 = 12,.’1:17 = 11,.’1:19 = 1,:521 = 8,(1:26 = 9,:527 = 2,:529 = 4,(1:31 =3 1
R5 S5 o — 14,%4 = 8,%6 = 11,%9 = 14,.’1:10 = 1,:511 = 4,:513 = 8,,’1:14 =4 2%
T16 = 4:,(1717 = ]_,3319 = 6,(1721 = 1273326 = 5,]727 = ].3,:1729 = 9,3331 =8

Table 7: The Improved 5-round (round 2-round 6) Differential of Serpent

In this case, if we only consider 5-round (round 6 to round 10), we can
get a 5 rounds truncated differential with the probability of sir (Table 9).

(2) The 6 rounds (2-7) differential with the probability 55 (table 10).

(3) The 5 rounds (3-7) differential with the probability 2% (table 11).

5 The Possible Best Differential Analysis about
Serpent

In this section, our main aim is to discuss the best differentials about some
cases, in which there are active S-boxes as possible as least. According to
Lemma, we can deduce the best differential probability about these cases.
These differentials reflect the bound of the best differential about Serpent.

Theorem 1: If the S-boxes inputs of ¢-th round only has one active
S-box with nonzero input difference, then one of the following two cases
holds.

(1) The number of active S-boxes in i-(i+1) rounds is > 8, i.e., nj+n;y1 >

(2) The number of the active S-boxes in i-( + 1) round is < 8, then the
number n; 19 of active S-boxes in the (i 4 2)-round must be > 12 —n; —n; 11,
where nj denotes the active S-boxes number in the k-th round.

Proof: Our proof is based on table 12 to table 16. Table 12 to table 16
list all the possible cases which have the minimal active S-boxes in (i + 2)-th




R Differences Pr
I $0:1,$1:6,$2:2,$4:10,£E7:4,$8:1

11 =9, 713 =9,x16 =1, 117 =1, 291 =1
T3 =0, Tog = 4, x96 = 4, w2y =6, 230 = 4
R1 84 .%‘0:10,%1:9,$2:6,$4:5,$7:3,$8:13 536
11 = 12, r13 = 12, T16 — ]_0, 17 = ]_4:, Iro1 — 7
o3 = 12, o4 = 3, 26 — 11, o7 = 4, 30 = 3
LT | z1=6,25 =12, 26 =5, x7 =13, 2 =10, z14 =12 | 1
I — 5, 17 = 8, Top = 12, 26 — 1

N
(o2

RQ 85 .%‘1:1,.%‘5:4,$6:2,$7:10,$8:10,x14:2 2%
16 — 2, T17 = ]_2, Top — 2, Tog — 3
LT 7 = 6,:510 = 4,.%‘14 = 12,.%‘17 = 14,.%‘27 = 10,.%‘30 =4 1
R3 Sﬁ 7 = 4,.%‘10 = 10,.%‘14 = 1,:E17 = 1,%27 = 2,.%‘30 =10 2—h
LT o — 5,:133 =1 1
Ry | Sy zo = 4,23 = 10 55
LT o5 — 4 1
R5 S() o5 = 10 2%
LT o — 8,:135 == ].,:1322 == 4,:)326 == 2,(1731 =1 1
R6 Sl o — ].4:,:175 == 3,(1722 == 6,(1726 == 3,:1331 =3 2%3
Table 8: The 6-round (5-10) Differential of Serpent
R Differences Pr
I r1 =11, 25 =12, 26 =6, x7 =1, 23 =1
14 = 6, 116 = 6, w17 =8, T30 = 6, 126 = 1
RQ 85 .%‘1:1,.%‘5:4,$6:2,$7:10,$8:10,x14:2 2%
16 — 2, T17 = ]_2, Top — 2, Tog — 3
LT 7 = 6,:510 = 4,.%‘14 = 12,.%‘17 = 14,.%‘27 = 10,.%‘30 =4 1
R3 Sg Ty — 4,:1310 == 10,:)514 == 1,(1717 == 1,(1727 == 2,:)330 =10 2%
LT o — 5,:133 =1 1
R4 87 o — 4,.%‘3 =10 2%
LT Tros — 4 1
R5 S[) o5 — 10 2%
LT oy = 8,.%‘5 = 1,1}22 = 4,.%‘26 = 2,:531 =1 1
RG Sl o — 14,%5 = 3,%22 = 6,%26 = 3,.%‘31 =3 2%

Table 9: The 5-Round (6-10) Differential of Serpent with the Probability of

L
251



R Differences Pr
I o = 14,:132 == 3,:135 == 12,:139 == ].4:,:1713 == 9,:)316 =13
T8 = 12,.%‘21 = I,ZEQQ = 13,.%‘26 = 4,%29 = 8,.%‘31 =13
R1 Sl o = 8,%2 = 5,£E5 = 11,%9 = 8,%13 = 4,:E16 =2 2%
Ir18 — ].1,:1721 == ].0,:1722 == 2,:)326 == 12,:1329 == 14,:1331 =2
LT T — ]_0, T4 = 1, T16 — ]_0, Top — 5, €Tog — 6, Io3 — ]_5, o7 = 5, T30 = 4 1
RQ SQ 1 = 4, T4 = 10, T16 = 8, oo = 4, oo = 2, o3 = 10, o7 = 4, T30 = 10 2%
LT o3 — 10,:1326 =4 1
R3 S3 I3 — 4,:)326 =10 2%
LT 16 = 4 1
Ry | Sy T16 =3 >
LT o = 1,.%‘3 = 1,.%‘14 = 4,.%‘17 = 2,:522 = 1,:1030 = 2, 1
R5 S5 o = 10,.%‘3 = 6,%14 = 5,.%‘17 = 10,.%‘22 = 3,%30 =10 2—}7
LT g =521 = l,23 =2,2x4 = 5,27 = 6,09 = 8 1
T2 = 1,:E14 = 1,.%‘20 = 4,.%‘23 = 2,%28 = 7,%31 =6
R6 SG ro = 3,.%‘1 = 14,.%‘3 = 7,.%‘4 = 3,£E7 = l,xg =11 2—;;
Tr12 = 14,:)514 == 14,:1320 == 10,:1323 == 7,(1728 == 2,(1731 =1
Table 10: The 6 Rounds (2-7) Differential of Serpent
R Differences Pr
I T2 = 3, I15 = 13, T8 = 13, 19 = 14, o1 = 4, oo = 1
Tos5 — 2, To6 — 7, To7 — 3, To8 — 3, To9 — 4
R1 S[) Ir12 = 1, T15 = 8, 18 — 8, T19 = 4, Iro1 — 10, T9oo — 14 2%
o5 = 12, o6 = 4, o7 = 2, Tog = 2, Iog = 10
LT €Tog — 10, To5 — 8, Io8 — ]_0, 1
R2 Sl €Tog — 4:, Tos5 — ]_4:, To8 — 10 517
LT Ir15 = 4,.%‘18 =4 1
R3 SQ 15 = 6,.%‘18 =10 2%1
LT rg — 4,:1313 = 4:,(1716 = 2,(1721 =1 1
R4 S3 xrg = 11,%13 = 12,%16 = 10,%21 =6 2%
LT Irs — 4,:159 == 2,:)310 == 4,:)314 == 5,(1715 =8
Too — 9,:1325 == 3,:)326 == 1,]73[) =1 1
R5 S4 Iy = 3,£E9 = 6,.%‘10 = 3,%14 = 12,:1015 =12

|~

To0 = 2,w95 = 1,196 = 7,230 =7

N
|
ke

Table 11: The 5-round (3-7) Differential of Serpent
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round if the previous two rounds have the number of active S-boxes less
than 8 (n; + nj41 < 8).

It is noted that, the S-boxes in the first row denote the S-boxes used in
i-th round. By the structure of Serpent, if the S-box in i-th round is S, the
S-box in (7 4+ 1)-th round is Si, ;. For example, the second column in table
12 implies that:

(i,So) (Z+1751)

1 2 8

It implies such a 3-round (i — (7 + 2)) differential that, there is one active
S-box in i-th round with S-box Sy, two active S-boxes in (i + 1)-th round
with Sp, and eight active S-boxes in (7 + 2)-th round with Sy. All other
tables (table 13-table 27) have the similar representations.

R So S S S3 Sy Ss Se S7

1 1 1 1 1 1 1 1 1
1+1| 2 2 2 2 2 2 2 2
1+2 (28| 2>212|>12|>12 | >8 | >12 | >11 | > 12

Table 12: The Active S-boxes Distribution of Serpent

R So S1 S S3 Sy Ss Se S7

1 1 1 1 1 1 1 1 1
t+1| 3 3 3 3 3 3 3 3
1+2 |28 2>213(2>29|>213|>28|>12|>12 | >12

R So S1 S S3 S Ss Se St

1 1 1 1 1 1 1 1 1
i+ 1 4 4 4 4 4 4 4 4
1+2 | 211 | >17|>16 | >14 | >13 | >15 | >14 | > 17

Table 14: The Active S-boxes Distribution of Serpent

iFrom lemma and the theorem 1, we know that, if there is one active
S-box in ¢-th round, one of the following two differentials must hold: 2-round

11



R So S S S3 Sy Ss Se S7

1 1 1 1 1 1 1 1 1
i+ 1 ) ) ) ) ) ) ) )
t+2 | 217 >219 | 218|216 | >17| >17 | > 17 | > 18

Table 15: The Active S-boxes Distribution of Serpent

R So S S S3 Sy Ss Se S7

1 1 1 1 1 1 1 1 1
t+1 6 6 6 6 6 6 6 6
1+2 | >13 | >17|>15 | >17|>12| >16 | >13 | > 15

Table 16: The Active S-boxes Distribution of Serpent

(i-(i + 1)) differential holds with the probability < 515, or 3-round (i-(i + 2)
rounds) differential holds with the probability < 2—%4

Theorem 2: If the S-boxes inputs of i-th round only has two active
S-boxes with nonzero input differences, at least one of the three cases holds:

(1) The number of active S-boxes in i-(i+1) rounds is > 8, i.e, nj+n;41 >
8.

(2) n; + nip1 < 8, and n; + nip1 + nipe > 12.

(3) ni+mnir1 <8, mi+njr1+nir2 < 12, and n; +ni41 +nip2+nip3 > 16.

The proof is deduced from table 17 to table 22.

It is noted that, all the symbols ”>” in the last rows of table 17-table
27 are omitted.

R So Si S Ss3

1
1+ 1 1 1 1 1
t1+2| 6 | 8|5 |6 |85 6|86 7
t1+3 (2120|1816 | 17|16 | 17|17 | 12 | 14

Table 17: The Active S-boxes Distribution of Serpent

Theorem 3: If the S-boxes inputs of i-th round only has three active
S-boxes with nonzero difference, at least one of the following three cases
holds:

(1) The number of active S-boxes in i-(i+1) rounds is > 8, i.e, nj+n;1 >

12



R Sy Ss Se S7

1 2 2 2 2
i+ 1 1 1 1 1
t+2]6 | 7|56 | 7|86 | T7T|5]6]|7
t+3 1819|1713 1216 (19|20 | 17| 17| 15

Table 18: The Active S-boxes Distribution of Serpent

R So | S1|Sa|S3|Ss|Ss5| S| S7
1 212121222 2|2
t+1 2212122222
t1+2 (12 8 | 8 | 8| 8| 8| 8| 8

Table 19: The Active S-boxes Distribution of Serpent

R So | S1|S2|S3|Ss|Ss5| S| S7
1 212121222 2|2
t+1(3 (13|13 13 |33 ]3]3
t+21 9|9 (111310 11|11 11

Table 20: The Active S-boxes Distribution of Serpent

R | So|S1|S2|S3]| 84|85 86| S7

1 212 (2|22 ]2]|2)|2
1+1 (4|44 44 |4] 4] 4
t+2 (5 |13 9 |10 5 (11} 9| 9
1+3 |16 12

Table 21: The Active S-boxes Distribution of Serpent

R | So|S1|S2|S3]| 84|85 86| S7
1 212 (2|22 ]2]|2)|2
t+1| 5|5 |55 |55 |5 |5
1+2| 8 (129 10| 7 11| 8 | 8

Table 22: The Active S-boxes Distribution of Serpent

1

3




(2) n; +mip1 < 8, and n; + njp1 + nipe > 12
(3) ni+mnip1 <8, mi+njr1+nir2 < 12, and n; +ni41 +nip2+nip3 < 16.
See table 23-table 27.

R So S S Ss3

1 3 3
1+ 1 1 1 1 1
1+2|5 715|656 | 7|56
t+3 (19|17 |18 |18 | 16 | 16 | 17 | 15 | 17 | 16

Table 23: The Active S-boxes Distribution of Serpent

R Sy Ss Se Sy

1 3 3 3 3
1+ 1 1 1 1 1
1+2| 5|6 | 7|56 | 7|56 |7|5]|6|7
1+3 |17 |16 | 15| 17 | 15|17 | 18 | 15 | 15 | 17 | 13 | 12

Table 24: The Active S-boxes Distribution of Serpent

R |5y Sh So Ss | Sy Ss Se | S7

1 3 3 3 3 |3 3 3 | 3
1+1] 2 2 2 2| 2 2 212
1+2|6 |46 | 3| 4| 7|6 |3|4]6]|6]|6
1+3 (181918 | 13| 13 14 13|11 |16 | 19 | 17

Table 25: The Active S-boxes Distribution of Serpent

(From theorem 1 to theorem 3, we get the following theorem.

Theorem 4: The best 16-round differential is not higher than 2%8, and
the best 17-round differential is not higher than 21%

Our analysis result is better than the conjecture of the designers about
Serpent. The designers guess that the probability of the best 28-round
differential is not higher than 2%0, but they didn’t provide enough analysis
evidence.

14



R | So|S1|S2|S3]| 84|85/ Se|S7

1 313 (33|13 1]3]3 /|3
t+1(3 (13|13 13 |33 ]3]3
t+21 51916 | 8|57 |9]|7
1+3 | 13 12

Table 26: The Active S-boxes Distribution of Serpent

R | So|S1|S2|S3]| 84|85 86| S7

1 313 (3|3 |13 ]3] 3 |3
1+1 (44444 |4] 4] 4
1+21 4195 | 7T | T ]8T |6
1+ 3 | 16

Table 27: The Active S-boxes Distribution of Serpent

So, the resistance of Serpent against differential attacks is higher than
that expected by the designers.

6 Conclusion and Discussions

In this paper, we give some differential analysis on Serpent. From these
differentials, we conclude that the best 16-round differential is not higher
than 21%, and the best 17-round differential is not higher than 21% The
differential estimation of the designer is conservative.

A secure encryption algorithm should resists other attacks such as im-
possible differential attack, linear attacks [5, 6, 11]etc. In our paper, we only
consider the security strength against differential attack.
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Table 28: The S-boxes in Serpent-1 and Serpent-p-ns

0z

Inpit
0,16

8 8 8 8 8 8 8 8 8 _ 8 _ 8 8 8 8.8
Nt~ TN OQRKN

Table 29: The XORs difference distribution of SO-box
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Table 32: The XORs difference distribution of S3-box
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Table 33: The XORs difference distribution of S4-box
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Table 36: The XORs difference distribution of S7-box
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